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Multi-factor authentication

You can add an extra layer of security by enabling Multi-factor authentication (MFA) for users in your
organization. MFA is a security process in which the user provides different authentication factors to verify who
they are. Various authentication modes such as SMS, time-based OTP, Touch ID, YubiKey or QR code can be set
up according to your preference.

When you enable MFA, all your future sign-ins will require you to verify your identity to ensure that your account
isn't accessed by unknown users. You can also enable an MFA mode for your account. For example, if you enable
SMS-based OTP, an OTP will be sent to your mobile number, which then needs to be entered when you sign in,
thus ensuring that your account stays protected.

e How to set up multi-factor authentication?

e How to activate TFA for newly added technicians in the organization?
e How to reset lost or forgotten passwords for users?

Steps

How to set up multi-factor authentication?

¢ Go to Settings > Security & Compliance > Multi-factor Authentication
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e Click on the link Zoho Directory.
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SUDSTHPUOTT Protect your account by adding an extra layer of security with Multi-factor authentication.
B8 Follow these two simple steps to enable MFA for your organization.
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1. Create a portal in Zoho Directory and add Zoho Lens

B Preferences Goto and create an account for your org by entering your

(e Email Templates Company Name and Portal Name. Once created, add Zoho Lens to the existing
list of applications.

ﬁ' Email Configuration

Settings

: . 2. Enable multi-factor authentication
Session Recording

Click on the tab Security Policies to setup Multi-factor Authentication. Now
choose the types of authentication you prefer and click on Setup to enforce
MFA.
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SECURITY & COMPLIANCE
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Privacy Settings

Action Log Viewer
Once this feature is enabled, additional verification (SMS, Time-based OTP, etc) will be required for any further logins. Need help?
Data Cleanup
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e Enter your Company Name and Portal Name and click on CREATE ACCOUNT.

@G5 Directory

Create your
Zoho Directory Account

Company Name

Zylker
Zoho Directory is a centralized admin console for easy
management of all services in our organization. The Portal Name
prime feature of Zoho Directory is the unification of zylker
user management (i.e) all features including adding a (https://directory.zoho.eu/directory/zylker)
user, admin operations for the org etc, can be done
through a single admin console. Phone Number
123456789

The Active Directory sync tool helps you to sync the

Active Directory data with Zoho cloud so that you will
Create Account
never lose your data. You can also get reports of the

total usage of your organization like the services used

by the users, their login history etc.
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e Now go to Security > Security Policies and click on Getting Started.
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Security Policies that safeguard your

S8 Applications business

o Users Enhance the security of your organization by defining company

& wide security policies which can be customized according to your
need.

(% Admins

(& Password Policy

% G
on I If your employee's password is easy to spell then it's easy to steal.

Mandate a strong password to prevent unauthorized access.

™ Domains
Cy Multi-factor Authentication

Add additional security layers like Touch ID or Push Notification to

Security
O your account using your phone.

(22 Active Directory FQ‘ Allowed IPs
Restrict the IPs from which your account can be accessed. This way
A Reports unnecessary logins from unwanted places can be avoided.

Getting Started

¢ Open the Multi-Factor Authentication tab under Default policy and click Setup .

— q
2OV @ Directory i tom Authentication .
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o User Home Q  Search Security Policies DP Not Configured
i Dashboard SECURITY POLICIES
DP Default Policy Policy Info Password Policy Multi-factor Authentication Allowed IPs Advanced Settings
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S8 Applications
S Multi-factor Authentication:
A Users
Increase the account security of all users by enforcing a second level of authentication:
(% Admins

» Enforce user to authenticate with our industry-standard authentication app, Zoho OneAuth.
s Enable hardware-based MFA with YubiKey.

& Groups ) ) )
+ Use authenticator apps like Google Authenticator or Authy as the second factor.

* Enable SMS-based OTPs for authentication.
f»  Domains

Y scoriy

() Wantto try it yourself ? Configure MFA for your account

(&5  Active Directory

£\ Reports

- ) Chatwithus 5]

e Select the authentication modes of your choice, enter the number of days for MFA lifetime and
click Update Policy.
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Default Policy

DP Not Configured

Policy Info Password Palicy Multi-factor Authentication Allowed IPs

v/| OneAuth

Enforce Face ID/Touch ID

Enforce users toc
OneAuth during their

Allow Passwordless Sign-in ’
Allow users to set up passwordless authentication.
OTP authenticator

| YubiKey

v| SMS-based OTP

MFA lifetime

be

180 days v

Allow backup recovery codes ‘
U o generate and use backup recovery
ve trouble signing in.

Advanced Settings

Changes to the policy will be applied during the users next sign-in. Learn more about configuring MFA.

Update Policy Cancel

® To know more about the authentication modes, MFA lifetime and backup recovery codes, you can

refer to this article.

¢ Once enforced, additional verification such as SMS, OTP, etc, will be required for further logins.

How to activate MFA for newly added technicians in the organization?

If you have added a new technician in your Lens organization, you can invite them to have a MFA set up by

following the below steps.

¢ Go to Settings and choose Multi-factor Authentication below Security & Compliance.
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e Click on MANAGE.

@ Lens B My

Q Search
SUTSCrpTOT Multi-factor authentication (MFA) has been enabled for your organization. Click on MANAGE
to alter or disable MFA setup for your users.
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Reset Password
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If you are the Admin of the organization, you can reset the user's MFA setup by following the steps below.

Files

Email Templates
1. Go to Zoho Directory and click on the tab Users.

e Email Configuration
Settings o_l' 2. Click on Reset Password. Enable Notify Users and enter your password.

Session Recording
3. A mail would be sent to the particular user containing the new password.
Contacts

Once reset, the new password should be used for further logins. Need help?
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e Navigate to the tab Users. The users who have been newly added to your Lens organization will be listed as
Not invited yet.
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i Dashboard NAME / EMAIL ADDRESS APPS GROUPS LAST LOGIN
Malcolm+eut0 Zoho
MA 1 0 1 hour ago

[2  Organization malcolm+12@zylker.com

Jonathan Zoho

83 Applications 10 : . o o
jonathan@gmail.com
Users Frida11
a rida
0 0 2d

R fridal1@gmail.com lays ago
- .
o Admins
a

Zoh
ML Malcolm12 oho . R

malcolm12@gmail.com

22 Groups
2y
Jonathan+eut10 Zoho 1 ° 2h
- jonathan132@gmail.com ours ago
. Domains
) Security

(22 Active Directory

£\ Reports

https://help.zoho.com/portal/en/kb/lens/user-guide/general/multi-factorauthentication/articles/multi-factorauthentication-13-6-2023


https://help.zoho.com/portal/en/kb/lens/user-guide/general/multi-factor-authentication/articles/multi-factor-authentication-13-6-2023

¢ To add them to your Zoho Directory account, hover over the specified user and click the Send invitation button.
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¢ An invite mail will be sent to the user. Once the user clicks Confirm now and accepts the invitation, it will
activate the MFA for that user.

How to reset lost or forgotten passwords for users?

If you are the Admin of the organization, you can reset the user's password by following the steps below.

¢ Go to the Users tab in Zoho Directory, select the required users and click Reset Password.
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e Enter a password manually or use the Generate password option. Enable 'Email the new password to the
users' option and click Reset.
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e A mail will be sent to the particular user containing the new password.
¢ Once reset, the new password should be used for further logins.
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